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ARTICLE INFO ABSTRACT

Keywords: Performing an appropriate risk management methodology is essential to support early decision-
Risk management making in innovation development projects. In parallel, research and practice in innovation have
Innovation

evolved over the last years, surpassing the sphere of new product development to address recent
domains such as service development, business model innovation, and sustainability-oriented
innovation. Henceforth, there is a need for comprehensive research to update the joint knowl-
edge about innovation development and risk management. Through a systematic literature re-
view, this research analyses and consolidates the knowledge of 98 articles published between
1998 and 2022. This analysis contributes to the literature by i) highlighting specific risks asso-
ciated with the innovation development process; ii) classifying the methods and tools used to
manage risks in innovation development projects; and iii) drawing out the future research di-
rections crossing these two domains. The added value of our systematic review is based on an
extended time frame and a broader definition of innovation, considering not only product or
technology-oriented innovations but also service and business models ones. In practical terms, the
study consolidates and presents the main risks project managers have to manage and the best
methods to manage them, the importance of human-based approaches, especially in radical
innovations.

R&D
Organisational innovation
Sustainable development

1. Introduction

Innovation is essential for companies to remain competitive and to create high value compared to traditional product or service
development (Freel et al., 2014; Chiambaretto et al., 2020). Therefore, exploring the factors that enable successful innovation
development is crucial for companies’ sustainability. Hence, there is a need to work on risk management approaches and tools
applicable to innovation projects. According to the Frascati Manual (OECD, 2016), innovation can be defined as the transformation of
an idea into a new or improved product or service, which can be commercialised.

Furthermore, several authors argue that risk and innovation are indissociable (Gurd and Helliar, 2017; Ali et al., 2017), because
innovation development deals with a lot of uncertainty in both, the process and the outcome (Penide et al., 2013; Flemig et al., 2016;
Ryman and Roach, 2022). Also, Gurd and Helliar (2017) highlight the direct relationship between risk and the level of value created
through innovations. Indeed, the most the innovation is radical, the most it is riskier, the most value can be created, and the most
competitive differentiation can be achieved by a company.
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Thus, as risk is an inherent characteristic of innovation, risk management methods should be involved in the innovation process
from the early phases.

In the context of innovation, risk management is useful to identify the source and the type of risks, that can vary from slightly to
very different from traditional product and service development, depending on the level of innovation disruption (Flemig et al., 2016).
For instance, we can evoke classical risk factors, such as financial, technical, and market-oriented ones; but also, some risk factors more
related to innovation, such as relational, societal, and hazardous ones. Identifying the risk factors and their level of criticality can
elucidate early decisions about whether to launch or not an innovation (Flemig et al., 2016). Risk management methods might be also
necessary to calculate the level of risk, to ensure as much as possible the achievement of the expected value to be created (Gurd and
Helliar, 2017).
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Fig. 1. Flow diagram of the systematic literature review based on the PRISMA framework.
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According to the standard AFNOR (2003), the risk management of a project is defined as an iterative and structured process that
allows a company to identify, evaluate, treat, control, and memorise the risks associated with a given project during its lifecycle.
Besides, risk is defined as a probable event that can be manifested at a given phase of a project and interfere with the achievement of its
goals (Nguyen et al., 2013). Existing literature and some international standards establish the risk management phases as: identifi-
cation, estimation, evaluation, treatment, and control.

Although there are several risk management methods to deal with risks in traditional projects, they cannot always be adopted in the
context of innovation (Deniaud et al., 2015). Innovation is differentiated from traditional products or services because it involves a
higher level of uncertainty, because it might need interactions between several actors or stakeholders, directly or indirectly impacted
by the innovation development. Furthermore, given the inexperience and the lack of historical data, innovation projects require more
attention to the scope definition, which is also related to human interactions. Dealing with collaboration is not always integrated into
classical risk management methods. Thus, there is a need for risk management methods to be adapted to the specificity of innovation.

To deal with the limits of the literature on innovation and risk management, this article performs a systematic literature review
using the PRISMA methodology (Moher et al., 2015). 98 articles published between 1998 and 2022 are analysed to address three
research objectives: i) identify specific risks associated with the innovation development process; ii) classify the methods and tools
used to manage risks in innovation development projects; and iii) draw out the future research directions of risk management in
innovation project development. A previous literature review studying the link between risk management and innovation has been
carried out (da Silva Etges and Cortimiglia, 2019). This work presents an analysis of papers between 2003 and 2014, confirming the
increasing interest in studying risk and innovation together. These authors focus on technological innovations related to products and
processes at the enterprise level, providing a conceptual framework to analyse the risk events commonly present in
technological-innovative companies. The added value of our systematic review is based on an extended time frame and a broader
definition of innovation, considering not only product or technology-oriented innovations but also service and business models
innovations.

The paper is structured as follows: in Section 2, we deploy the systematic literature review based on the PRISMA framework. Then,
we perform a descriptive analysis of the literature in Section 3, detailing the temporal distribution of the reviewed articles, the main
knowledge fields addressed, and the nature of the literature contributions. In Section 4, we present a thematic analysis, proposing a
synthesised typology of risks for innovation projects, and an analysis of the methods implemented in each stage of risk management for
innovation. In Section 5, the research perspectives are discussed, focusing on the necessity of implementing collaborative approaches
to manage risks in innovation projects. Finally, the conclusions and limits of this work are drawn out in Section 6.

2. Research methodology

A systematic literature review is conducted to identify and analyse the relevant research investigating risk management in inno-
vation development projects over the last years.

The main benefits of this methodology include the ability to identify relevant information from a growing volume of publications
that may be similar or contradictory. The use of a compilation of articles provides an overall view of the literature, unlike the study of a
limited body of literature. As a result, the findings and analyses that are produced are independent of the specificities of a single case
study. Systematic reviews should be transparent and rigorous to ensure reliable findings and analysis. To conduct this review, the
PRISMA protocol was implemented (Moher et al., 2015), particularly suited to our study’s objective. This protocol comprehends four
phases to conduct a systematic literature review: identification, screening, eligibility, and inclusion of a set of articles (Fig. 1). The
research questions guiding the systematic literature review address the fields of engineering and management, and are defined as
follows:

1. What are the specific risks associated with innovation development?
2. What are the methods and tools used to manage risk in innovation development projects?
3. What are the main research directions elucidated by the literature analysis of risk management in innovation development?

In the following, each step of the PRISMA methodology is described.
2.1. Identification

A set of keywords was defined based on the research questions and addressing two bodies of literature referring to risk management
and innovation, mostly in the fields of engineering and management. The keywords included the combination of (“risk” or “risk
management”) AND (“innovation” OR “product innovation” OR “R&D” OR “service innovation” OR “business model innovation” OR
“sustainable innovation”). The choice of these keywords aims to explore the relationship between risk management and the extended
field of innovation. Innovation research has evolved in recent years, going beyond traditional product innovation and addressing
current subjects such as service development, business model innovation, open innovation, and sustainability.

To conduct the literature review, four main databases were consulted: Science Direct, Web of Science, Taylor and Francis, and
Wiley Online. The keywords were searched by “Title” and “Field” through the databases’ research engines. Our systematic review
covers a time frame between 1998 and 2022. Conference articles and book chapters were considered relevant given the emergency of
some innovation-related topics, such as sustainable innovation and open innovation. Only English-written articles were considered.
This step resulted in the identification of 271 articles. After omitting duplicates, 244 publications were gathered.
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2.2. Screening

The screening consists of two stages, the journal fields filtering and then the abstract analysis. Firstly, the 244 articles identified
from the previous step were filtered regarding the journal research field. 47 papers were excluded because they were published in
journals outside the research fields of engineering, operations management, service development, risk management, innovation and
technology management, and business management. For instance, the excluded papers belong to the fields of psychiatry, nursing,
earth sciences, and finance. 197 papers were retained to proceed with the abstract analysis.

For the abstract analysis, two criteria were defined: i) application of risk management to at least one type of innovation (i.e.,
product, service, business model innovation, ...); and ii) contribution to the research scope in engineering or management sciences.
Two researchers performed a parallel and independent process of abstract reading and positioning concerning the two inclusion
criteria. Only the papers matching the two criteria for the two researchers were included for further analysis. In case of divergence
between the researchers’ results, some discussions were carried out until reaching a consensus. Here, 74 papers were discarded. For
instance, the excluded papers did not discuss the notion of risk management or address the concept of risk from a medical point of view.
A portion of discarded articles did not address the convergence between risk management and innovation development processes. 123
articles were retained for full-text analysis.

2.3. Eligibility

The 123 selected articles were read entirely. An depth analysis was performed from both descriptive and thematic perspectives. The
descriptive aspects guiding the reading process comprehend: time frame (1998-2022), research field (engineering and management
sciences), research methodology (either theoretical or empirical), and type of contribution of the reviewed articles (e.g. mathematical
model, theoretical framework, typology, etc.). Concerning the thematic aspects, two bodies of literature about innovation and risk
management were considered: the risk management process frameworks proposed in AFNOR (2003), and an innovation process
comprehending the stages of R&D, conceptualization, ramp-up, and commercialization (OECD, 2016). Only the articles demonstrating
a contribution to the research questions were included for full descriptive and thematic analysis documented in the following sections.

98 articles were included in this literature review to consolidate the knowledge linking risk management and innovation devel-
opment, identifying the main contributions and gaps in these joint research fields.

3. Descriptive analysis
3.1. Temporal distribution

Fig. 2 shows the article’s distribution in the time frame, evidencing an increasing interest in the joint study of risk management and
innovation development over time.

A seminal study performed by Bosworth and Jobome (1999) was identified, in which the risks of product and process innovation
faced by a company are studied solely from the financial perspective. Then, although the literature about risk management and
innovation emerged before the 2000s, a significant amount of studies can be observed only after 2012, totaling 75 articles in our
database, 77% of our reviewed literature. The literature reveals that the notion of innovation is surpassing the traditional frontiers of
new product development. For instance, the current transition from in-house to open innovation (Euchner, 2013; Brunswicker and
Chesbrough, 2018), and the emergency of fields as business model innovation (Gao et al., 2012; Daosheng et al., 2015; Roth and
Spieth, 2019; Hock-Doepgen et al., 2020), and sustainable innovation (Roper and Tapinos, 2016; Bi et al., 2014, 2015; Subramanian
et al., 2016; Sun et al., 2020b, 2020a; Yan et al., 2021) drives the recent interest on risk management in the context of innovation.

3.2. Knowledge fields
Within the 98 consulted articles, there are 14 conferences and one book chapter. The journal articles are published in a total of 56
journals, the most relevant are listed in Table 1. For further analysis, the journals were classified by fields of knowledge.

Then, the journal articles were classified according to the Scopus categories. In the case of conference papers and book chapters, the
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knowledge category was determined based on the main theme of the conferences and books, following, as for the journals, the Scopus
categories. As shown in Fig. 3, 51% of the journals belongs to the field of business, management, and accounting; whereas 41% comes
from the engineering field. In contrast, a minority of studies concerns the field of economics, econometrics, and finance (4%); social
sciences (2%); and health sciences (2%).

It can be noticed that the number of publications belonging to the fields of business, management, and accounting, on the one hand,
and engineering, on the other hand, is rather balanced, suggesting similar importance of the topic from these two perspectives. Some
articles adopt a clear posture based on one of these perspectives, to the detriment of the other one. Articles concerning business,
management and accounting field address the relationship between risk management and innovation from a behavioural perspective.
For instance, Brown and Osborne (2013) argue that risk management in innovation is an organisational matter, affirming that a
technocratic approach to risk management is not appropriate to deal with innovation. To these authors, innovation requires a
governance approach to risk management, which implies a full discussion and negotiation of risks between all the concerned
stakeholders.

Besides, the articles belonging to the engineering field focus on the techniques and tools for risk management. For instance, Chen
(2018) argue that solutions for risk management in innovation should primarily contribute to the calculation of uncertainty in complex
contexts and with a high level of accuracy. In this line, Keizer and Halman (2007) propose a novel method to diagnose and evaluate
risks in radically innovative R&D projects, and Sovacool et al. (2014) use a statistical approach to analyse the risks of energy-related
innovation projects from a cost-performance perspective.

In contrast to this siloed vision, many authors argue that both organisational and technocratic points of view are necessary to
manage risks in any project (Hoecht and Trott, 2006; Ning and Ruoyu, 2007; Wang et al., 2010). For instance, for Hoecht and Trott
(2006), innovation might be understood as a technological change impacting companies’ operational processes, which also implies a
profound organisational and behavioural transformation.

Table 2 presents the most relevant articles according to the number of citations, indicating their knowledge field.

3.3. Literature’s approaches and contributions

The reviewed literature was analysed according to their research methodology, which has been classified into empirical and
theoretical research. Also, an analysis was performed according to the type of contributions, classified into concept development and
method proposal (Kothari, 2004).

Regarding the research methodology, some sub-categories were identified. The empirical research was classified into case study,
survey research, and experimental research design. The theoretical research was subdivided into literature analysis, and mathematical
theory building.

According to Fig. 4, most of the studies (71%) correspond to the empirical research category. This approach is useful for theory
building and theory verification, and it is specially applied in emergent fields of study (Flynn et al., 1990). This strongly suggests that
the joint study of risk management and innovation is still in an exploratory phase. The distribution among case study, survey, and
experimental research design is rather equitable. The remaining 29% of the total analysed publications adopts theoretical research. In
this category, mathematical theory formulation represents a minority, whereas literature analysis is predominant. Also, only one
article corresponds to a systematic literature review studying the link between risk management and innovation (da Silva Etges and
Cortimiglia, 2019). This work presents an analysis of papers between 2003 and 2014, confirming the increasing interest in studying
risk and innovation together. These authors focus on technological innovation related to products and processes at the enterprise level,
providing a conceptual framework to analyse the risk events commonly present in technological-innovative companies. The added
value of our systematic review is based on an extended time frame (1998-2022) and a broader scope of innovation, considering not
only product or technology-oriented innovation but also service and business model innovations.

Regarding the nature of the contributions of the reviewed literature, they mostly contribute to concept development in comparison

Table 1

Articles distribution among the most representative journals.
Journal # %
Technovation 7 7.29%
Journal of Business Research 4 4.17%
Sustainability 4 4.17%
Research-Technology Management 3 3.13%
Technological Forecasting and Social Change 3 3.13%
Technology Analysis and Strategic Management 3 3.13%
Innovation: The European Journal of Social Science Research 2 2.08%
Journal of Risk Research 2 2.08%
NanolImpact 2 2.08%
Public Management Review 2 2.08%
Public Money and Management 2 2.08%
Research Policy 2 2.08%
International Journal of Technology Management 2 2.08%
Other journals (only 1 article per journal) 43 44%
Conferences and book chapters 15 16%
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Fig. 3. Distribution of articles based on Scopus research field.

Table 2
List of the 10 most cited articles.
Article title # Authors Knowledge
citations field
Innovation risks of strategic outsourcing 361 Hoecht and Trott (2006) Engineering
Risk and Innovation 337 Brown and Osborne BMA®
(2013)
A performance-oriented risk management framework for innovative R&D projects 274 Wang et al. (2010) Engineering
Systemic innovation and risk: technology assessment and the challenge of responsible innovation 261 Hellstrém (2003) BMA
Knowledge management capabilities and organizational risk-taking for business model innovation =~ 256 Hock-Doepgen et al. BMA
in SMEs (2020)
Unraveling the link between managerial risk-taking and innovation: The mediating role of a risk- 213 Garcia-Granero et al. BMA
taking climate (2015)
Does fiscal decentralization and eco-innovation promote renewable energy consumption? 165 Su et al. (2021a) Engineering
Analyzing the role of political risk
Managing functional diversity, risk taking and incentives for teams to achieve radical innovations 162 Cabrales et al. (2008) BMA
Risk, innovation, electricity infrastructure and construction cost overruns: Testing six hypotheses 147 Sovacool et al. (2014) Engineering
Taking risks in the face of uncertainty: An exploratory analysis of green innovation 138 Roper and Tapinos BMA
(2016)

2 Business, Management and Accounting.

Mathematical theory (5)

Survey (26)

Literature analysis (23) Theoretical (28

Empirical (70)

Experimental
research design (19)

Case study (25)

Fig. 4. Number of articles according to the methodological approach.

to the method-oriented proposals. Namely, 64% of the articles aims at establishing the main characteristics of risks in the context of
innovation, as well as integrating emergent concepts such as open innovation, and analysing the opposite concepts of radical and
incremental innovation. The other 36% of studies propose a method to evaluate risks in innovation projects. Among this percentage,
some authors propose the implementation of existing risk management methods with some adaptations to the context of innovation,
whereas most of the authors build novel ad-hoc methods. The above might reveal the limitations of existing risk management methods,
applicable to traditional product or service development, and suggest that innovation projects might need specific methods, able to
integrate a bigger complexity and uncertainty (Kalvet and Lember, 2010; Bertrand and St-Pierre, 2017; Hartwig and Mathews, 2020;
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Ryman and Roach, 2022).

4. Thematic analysis

In the previous sections, we looked at the descriptive aspects of the reviewed literature; in this section, we analyse the content and
contributions made in terms of risk typology, and the risk management methods used in the literature in the domain of innovation.

Defining a risk typology is an essential step in risk management, since there is not a unique risk classification that fits any type of
project, inversely, each project involves specific risks according to its nature and context. Similarly, we have made the hypothesis that
some methods are more suitable for managing risks in innovation projects than in traditional ones.

4.1. Typology of risks in innovation projects

Based on the analysis of the reviewed articles, we distinguished two classes of risks (Fig. 5): internal risks and external risks. In-
ternal risks refer to the risks that exist within a company and that can be managed internally. Internal risks are risks that can be
prevented or mitigated within the business. External risks are those that cannot be controlled by a company, they depend on the
external environment. Several authors such as Azevedo-Sa et al. (2021); Mohammad et al. (2014) adopt this kind of risk classification.

4.1.1. Internal risks in innovation

For the internal risk class, this study reveals four sub-classes of risks: financial, organisational, operational, and relational risks.

Financial risks are the most cited in the reviewed literature, with around 30% of the articles treating this subject as one of the main
risks to be considered in innovation projects. In innovation, these risks refer mainly to two factors: high investment levels, and the
revenue diversification problem. For the former factor, Sun et al. (2020b) and Ali et al. (2017) highlight the return on investment (ROI)
as a major preoccupation for innovative companies, which can be very long term considering the uncertainty of the innovation
lifecycle driven by the market’s acceptance. Innovative products and services involve high investments related to infrastructure, highly
qualified human resources and knowledge, and marketing campaigns to accelerate customer acceptance. Also, according to Ali et al.
(2017), the production process of innovation requires to access expensive technical material, to outsource some activities, and to adapt
existing processes to new requirements, which could be very expensive. Concerning revenue diversification, Howell (2015) affirms
that firms with a higher proportion of revenues coming from innovative products or services increase their financial risks because of
the uncertainty about the level of revenues obtained from innovation. According to this author, the most a company diversifies their
incomes between innovative and regular products and services, the least their financial risks will be.

Then, specific to innovation, the category of relational risks is addressed by around 20% of the analysed articles. This category
concerns the risks related to the collaborative relationships taking place between the actors involved in an innovation project (Lowman
et al., 2012; Subramanian et al., 2016; Crispeels et al., 2018; Osborne et al., 2020; Shandilya et al., 2020).

Firstly, Lowman et al. (2012) highlight the risk of dependency to external actors, such as suppliers, to access relevant knowledge
and strategic resources in an innovation development process. In the specific case of outsourcing, the authors pointed out that it can
interfere with a company’s creativity improvement and reduce the percentage of value appropriation in a business transaction.
Secondly, several authors point out the risk of opportunistic behaviour coming from partnerships, with the intention of one actor to
appropriate resources and knowledge from its partner (Chou and Chou, 2011; Wu and Wu, 2014; Chiambaretto et al., 2020). Thirdly,
Ali et al. (2017) discuss the risk of misalignment regarding partners’ production processes as well as conflicting decision governance
approaches, which can lead to long and inefficient innovation processes or innovation failure. Finally, some authors evoke the notion
of data security as a new risk regarding innovation involving data-sharing (Ali et al., 2017; Paluch and Wiinderlich, 2016). For
instance, in cloud-based service innovations, customers might not have control over their own data privacy, provoking a fear of misuse
or appropriation and incorrect exploitation of their data, leading to resistance to such type of data-driven innovations (Paluch and
Wiinderlich, 2016).

‘ Risk typology in innovation |

Internal risks

External risks

Financial risks Market risks
‘ Organisational risks | Societal risks

i

~{ Operational risks |

Relational risks

Fig. 5. Typology of risk in innovation based on our systematic literature review.
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Organisational risks are evoked in 10% of the reviewed works, nevertheless, it appears to be a critical aspect for innovations to be
successful (Osborne et al., 2020). According to the reviewed articles, it depends on two risk factors, one concerning the risk profile of
decision-makers and the other concerning the organisational culture of the company. Related to the former, some authors (Keizer and
Halman, 2007; Murro, 2013; Merono-Cerdan et al., 2018; Drakeman and Oraiopoulos, 2020; Giaccone and Magnusson, 2022) argue
that an excessive level of control exercised by the decision-makers can sabotage the innovation process and its eventual outcomes, it
can provoke the precipitated abandon of highly potential innovation projects. Concerning the organisational culture, Hock-Doepgen
et al. (2020) postulate that companies with high-risk tolerance are more alike to identify and exploit innovative business opportunities,
while risk-averse companies do not. Moreover, risk-taking companies develop their abilities to acquire and exploit new knowledge
from the external environment. In the same line, Osborne et al. (2020) present risks as a necessary component of innovation, that
should be managed instead of avoided. They suggest that innovative companies might adopt a risk governance approach based on risk
negotiation and supported by the ability to learn from risky situations, in contrast to technocratic approaches that are suitable for
regular products and services development.

Finally, concerning the operational risks, 10% of the articles in this review evokes them, mostly oriented towards the management
of knowledge. Hock-Doepgen et al. (2020) highlight the risks related to the company’s knowledge management maturity. These
authors emphasize the ability of a company to acquire, convert and apply knowledge coming from the outside, which is essential to
build the know-how and the innovation advantage of a company (Yang, 2008; Banerjee and Sharma, 2015). Innovative companies are
not only those capable of developing innovations by themselves but also those able to acquire and integrate external knowledge
quickly and to co-create value with strategic partners (Banerjee and Sharma, 2015). This can be the case for a company that decides to
outsource a part of its activity (Yang, 2008).

Indeed, in innovative business models, companies should master and update their internal knowledge and be able to constantly
integrate new knowledge from their partners and the external environment (Ali et al., 2017; Hock-Doepgen et al., 2020). Also,
companies should be aware of technological advancements and the evolution of customers needs to innovate in a viable way and be
capable of conducting internal processes evolution accordingly. Nevertheless, internal knowledge should also be maintained, for
instance, Ali et al. (2017) point out the need for training on a regular basis the internal human resources, to be aligned with the new
requirements of the market and avoid the risk of depending too much on external partners.

Another risk factor related to the operational risk class concerns the maturity of the innovative product or service. According to
Keizer and Halman (2007), mainly in radical innovations, which have longer lifecycles than incremental innovations, there is high
uncertainty about the ability of the new product or service to fulfil the specifications it was designed for. The above, induce a high risk
for the company to predict their market success accurately. Roper and Tapinos (2016) argue that radical innovations can face some
time constraints, and fast decision-making can be required, which may reduce the innovation quality and thus the market success of the
innovative product or service. Furthermore, Keizer and Halman (2007) cite the risk of not having the right suppliers to provide in a
sustainable way the required resources to produce the innovative product or service (i.e. resource availability).

4.1.2. External risks in innovation

This class is made up of three sub-classes: market, societal, and hazardous risks.

Market risks are treated by about 15% of the reviewed works and concern the risks linked to the customer’s acceptance of in-
novations. In innovation contexts, market risks can be higher than in traditional products or services, due to the uncertainty of the use
phase which can provoke a high fluctuation in the demand (Howell, 2015). For instance, Paluch and Wiinderlich (2016) highlight the
financial risk perception of customers. Indeed, when buying innovative products or services, customers can face non-transparent
pricing or unexpected needs for buying after-sales services. Moreover, in B2B contexts, Nahar et al. (2012) and Ali et al. (2017)
highlight the risk of non-compatibility between the customer and provider, for example, a cloud-based service can not be adapted to
certain security requirements of a specific customer needing to stock their data. Those factors can provoke some customers’ aversion to
buying innovations.

In addition, 12% of the articles discuss the societal risks implied in innovation development. These risks are those injected by the
existence of governmental policies and the influence of the media on public opinion, which can generate societal aversion and block
the development of certain innovations. Concerning governmental policy, Mastroeni et al. (2021) conduct exploratory work in the field
of agricultural biotechnology innovation, pointing out the political and societal dimensions of innovation development, especially in
staple industries such as agriculture. This work highlights the lack of objectivity that can exist in some policies, based on the “pre-
cautionary principle”, which is adopted mostly when a product or service may have dangerous effects on human health. This principle
can be based on decision-makers’ judgement, according to their values or their political interests, rather than on scientific evidence.
Thus, the politicisation and the lack of scientific rigour and transparency in certain policies might be a critical barrier to innovation
development (Torugsa and Arundel, 2017; Osborne et al., 2020). Moreover, the literature suggests that there are some risks induced by
media scrutiny. According to Boyd et al. (2013), the risk perception of emerging technologies plays an influential role in innovation
processes, and media plays an important role in building the public’s risk perception about technology and ongoing innovations. Often,
the media used intuitive reasoning to explain risks, instead of being based on scientific evidence, and those biases are transmitted to
their audience, constituting a barrier to societal acceptance of radical innovations.

Finally, the hazardous risks are evoked by 11% of the analysed articles and constitute a particular risk category (Kohler and Som,
2014; Subramanian et al., 2016; Franken et al., 2020). It can be classified into internal risks as well as external ones, depending on the
capacity of a company to anticipate them. Hazardous risks refer to the side effects of some innovations, mainly product and
technological-oriented ones, which may impact the environment and the safety and human health. Given the lack of knowledge
involved in innovation development, for instance, the unknown long-term effects of some technologies, hazardous risks can be very
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hard to determine and very difficult to be accepted by society. Moreover, hazardous risks of innovative products can be identified by
some users in the latter phases, as the use or disposal ones, and can generate a negative reaction in society to current and future
innovations.

Table 3 synthesizes the risk classes (2), risk categories (7), and risk factors (16) identified from the analysed literature, which are
proper to the context of innovation. Furthermore, we have crossed the identified risk elements with the phases of the innovation
process. According to OECD (2016), the innovation phases can be classified as the R&D phase (corresponding to the idea generation
and concept development), the Ramp-up phase (concerning the production stabilisation), and the Market phase (regarding the
commercialization of the innovation). In addition, considering the literature findings, we have identified two important innovation
phases in matters of risk management, corresponding to the Use and Disposal phases. Although these two phases come after the
innovation development itself, probable side effects can occur at that moment of the innovation lifecycle and should be anticipated
during the early development phases (Kohler and Som, 2014; Dillerup et al., 2018; Nechaev et al., 2017). In Table 3, we represent by an
“x” the occurrence of one risk at a given stage of the innovation lifecycle. Nevertheless, all the risks should be anticipated as much as
possible from the early stages of the innovation process. As main insights, we observe that the risk factors “partner dependency” and
“governmental policies” can be materialised at any stage of the innovation process, this might indicate their importance in innovation
risk management. For instance, some governmental policies can sabot the development of radical innovations at any moment and it
might be definitive or hard to overcome. Furthermore, we can notice that most of the risks can be manifested in the market or
commercialization stage of innovation, which is partially explained by the uncertainty about the market acceptance, which can trigger
the materialisation of other types of risks such as financial, operational, and or societal. Finally, the hazardous risks are in general
materialised during the use and disposal stages of the innovation process, and their impact can be enormous since it implies the health
and security of human beings and their living environment.

Table 3
Risks factors in innovation projects.
Risk Innovation process References
Class Category Factor R&D  Ramp- Market Use  Disposal
up
Internal Financial Investment level X X X Lebedev et al. (2022); Zhou et al. (2021); Ali et al.

(2017); Xu and Tang (2017); Gurd and Helliar (2017);
Flemig et al. (2016); Ai-li and Xiao-yi (2013)

Revenue X Howell (2015)
diversification
Relational Opportunistic X X X Sun et al. (2020b,a); Ali et al. (2017); Torugsa and
behaviour Arundel (2017); Roper and Tapinos (2016); Wu and Wu
(2014)
Process alignment X X X Whyles et al. (2015); Chou and Chou (2011)
Data security X X Ali et al. (2017); Roper and Tapinos (2016); Nahar et al.
(2012)
Partner X X X X X Chiambaretto et al. (2020); Sun et al. (2020b,a); Howell
dependency (2015); Wu and Wu (2014); Lowman et al. (2012); Chou
and Chou (2011)
Organisational Manager risk X Lendowski et al. (2022); Khachaturyan et al. (2019);
profile Usai et al. (2018); Ali et al. (2017)
Organisational X Lima Rua et al. (2022); Zhao et al. (2021);
culture Hock-Doepgen et al. (2020); Sun et al. (2020b,a); Roth

and Spieth (2019); Khachaturyan et al. (2019); Usai
et al. (2018)

Operational Knowledge X X X Zhao et al. (2021); Zhou et al. (2021); Yan et al. (2021);
maturity Hock-Doepgen et al. (2020)
Product/service X X X Sun et al. (2020b,a)
maturity
Resources X X Ambulkar et al. (2022); Hrytsenko (2021); Roper and
availability Tapinos (2016)
External = Market Customer X X Chiambaretto et al. (2020); Hock-Doepgen et al. (2020);
acceptance Torugsa and Arundel (2017); Flemig et al. (2016);
Howell (2015)
Societal Governmental X X X X X Hrytsenko (2021); Su et al. (2021a,b); Qin et al. (2021);
policies Torugsa and Arundel (2017); Roper and Tapinos (2016);
Wu and Wu (2014)
Media scrutiny X X X Torugsa and Arundel (2017); Boyd et al. (2013)
Hazardous Environmental X X Yan et al. (2021); Franken et al. (2020); Shandilya et al.
impact (2020); Schulte and Hallstedt (2018b,a); Subramanian
et al. (2016); Kohler and Som (2014)
Human safety X X Franken et al. (2020); Shandilya et al. (2020); Schulte

and Hallstedt (2018b,a); Rodriguez (2018);
Subramanian et al. (2016); Kohler and Som (2014);
Boyd et al. (2013)
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In conclusion, concerning the first research question, we have identified internal and external risks related to innovation, which are
constituted by several risk categories and factors. Specific to innovation, we have identified two new categories of risk: relational risks,
derived from the interactions between two or more partners involved in innovation development (Chou and Chou, 2011); and haz-
ardous risks, which correspond to the side effects that product or service innovations can generate during their lifecycle, mostly
manifested in the use and disposal phases, regarding the environment and human health (Kohler and Som, 2014). Besides, although we
have identified different categories and levels of risks, there is interdependence among most risk elements. For instance, operational
risks can provoke or reinforce market risks; hazardous risks can aggravate societal or governmental-related risks, and it can be the case
for other risk categories. Thus, it is necessary to seek methods able to analyse the risks’ interdependence in innovation projects.

4.2. Risk management methods in innovation

According to the analysed literature, 23 risk management methods with applications in the context of innovation have been
identified in 63 articles (Table 4). Most of them are implemented in the phases of identification and evaluation (25 and 24 articles
respectively); then, the treatment phase counts 8 works; and, the least addressed phases are context setting and capitalisation (4 and 2
papers respectively).

The context setting phase is considered non-mandatory in classical projects, but is strongly recommended in innovation-oriented
ones. However, it is still a weakly addressed phase in risk management and the methods are rather based on informal stakeholders’
participation to determine the scope of the project and the risks spectrum to be considered (Subramanian et al., 2016; Ali et al., 2017;
Osborne et al., 2020; Shandilya et al., 2020). Particularly in radical innovation projects, the involvement of stakeholders is almost
mandatory to avoid premature innovation failure, considering that the most the innovation is radical, the most the collaboration with
multi-disciplinary partners is required (Juraj and Maria; Shandilya et al., 2020; Li et al., 2022). This is particularly true if the inno-
vation implies the potential side effect impacting human health or the environment.

The identification phase is characterised by the use of several and diverse methods, which are mainly based on expert or
stakeholder consulting and literature review, aiming at establishing a list of risks appropriate to the nature of the specific project
(Keizer and Halman, 2007; Wang et al., 2010; Grubisic et al., 2011; Sun et al., 2020b; Osborne et al., 2020). In the case of some
high-technology innovations involving human well-being, for example on nano-materials (Franken et al., 2020; Shandilya et al., 2020)

Table 4
Risks management (RM) methods in innovation projects.
RM stage” Method # References
cited
Context (1) Participatory methods 5 Li et al. (2022); Shandilya et al. (2020); Osborne et al. (2020); Ali et al. (2017); Subramanian et al.
(2016)
Expert consulting 10 Sun et al. (2020b,a); Osborne et al. (2020); Puente et al. (2019); Suprin et al. (2019); Zhang et al.
(2019); Deptuta (2017); Neumann et al. (2016); Wang et al. (2010); Keizer and Halman (2009, 2007)
Literature review 6 Bi et al. (2015); Dockner and Siyahhan (2015); Bi et al. (2014); Miorando et al. (2014); Ai-li and
Xiao-yi (2013); Ghadim et al. (2005); Bosworth and Jobome (1999)
Identification Brainstorming 2 Shandilya et al. (2020); Jen and Liu (2012)
) Risk listing 2 Ali et al. (2017); Subramanian et al. (2016)
Failure mode and effects 2 Kohler and Som (2014); Jen and Liu (2012)
analysis
Risk breakdown 2 Schuhmacher et al. (2021); Stosic et al. (2017)
structure
Stakeholders consulting 2 Gurd and Helliar (2017); Keizer and Halman (2007)
Survey 1 Luo and Hu (2015)
Sytem dynamic 1 Wu et al. (2010)
modelling
Expert consulting 6 Dahmani et al. (2020); Suprin et al. (2019); Deptuta (2017); Gurd and Helliar (2017); Neumann et al.
(2016); Wu et al. (2010)
Likert-alike scale 5 Dahmani et al. (2020); Suprin et al. (2019); Ali et al. (2017); Keizer and Halman (2009)
Fuzzy evaluation 4 Puente et al. (2019); Chen (2018); Luo and Hu (2015); Ai-li and Xiao-yi (2013)
Analytical hierarchical 3 Sun et al. (2020b,a); Zhang et al. (2019); Bi et al. (2015)
process
Evaluation (10) Lifecycle assessment 3 Shandilya et al. (2020); Subramanian et al. (2016); Kohler and Som (2014)
Statistics modeling 3 Wang and Bi (2021); Chursin et al. (2019); Miorando et al. (2014); Wang et al. (2010)
Econometric modeling 2 Ghadim et al. (2005); Bosworth and Jobome (1999)
Risk matrix 2 Dahmani et al. (2020); Stosic et al. (2017)
Failure mode and effects 1 Jen and Liu (2012)
analysis
Investment mathematics 1 Dockner and Siyahhan (2015)
model
Treatment (2) Risk matrix 5 Sun et al. (2020b,a); Shandilya et al. (2020); Ali et al. (2017); Bi et al. (2015); Kohler and Som (2014)
Expert consulting 4 Suprin et al. (2019); Gurd and Helliar (2017); Neumann et al. (2016); Wang et al. (2010)
Capitalisation Reporting 3 Shandilya et al. (2020); Suprin et al. (2019); Kohler and Som (2014)

@

@ Number of methods identified in this phase.
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or in pharmaceutics (Jen and Liu, 2012; Puente et al., 2019), the risk identification stage might follow strict protocols, which consider a
fine typology of risks and should be validated by an expert team and communicated to the relevant stakeholders, who might be
impacted by the innovation (Gurd and Helliar, 2017).

Concerning the evaluation phase, most of the implemented methods are rather numerical (e.g., Fuzzy Evaluation, Analytical
Hierarchical Process, Lifecycle Assessment) than human-based (e.g., expert consulting). For example, the Lifecycle Assessment is a
numerical approach that aims at calculating the details of environmental impacts associated with the use of a given product from the
beginning to the end of its life. In the analysed literature, this method is mostly implemented in product and technological-oriented
innovations as is the case of nanotechnology (Kohler and Som, 2014; Shandilya et al., 2020). Nevertheless, we can observe the use
of some quasi-mathematical or probabilistic methods, integrating the uncertainty proper to innovation. For instance, the fuzzy
evaluation, in which some judgment parameters are answered by subjective opinions and then calculated throughout fuzzy numbers
(Puente et al., 2019); the implementation of Analytical Hierarchical Process (Bi et al., 2015; Chen, 2018), which is a numerical
approach supported by the opinion of experts; or the use of Likert scales, which are also supported by subjective decisions of a group of
experts and/or non-experts (Keizer and Halman, 2007; Ali et al., 2017).

Then, the treatment phase reveals the use of traditional methods such as the risk matrix, involving the classical strategies of risk
management such as avoiding, mitigation, or acceptance (Kohler and Som, 2014; Ali et al., 2017; Shandilya et al., 2020). Nevertheless,
the authors emphasise the need for accepting risks as part of innovation, opting by managing risks instead of avoiding them.

Finally, the capitalisation phase is performed throughout internal and external reporting (Shandilya et al., 2020; Kohler and Som,
2014). Here, most authors evoke the need to document failed innovations, instead of abandoning them (Shandilya et al., 2020).

In general, around 50% of the implemented methods in the context of innovation involve a lot of human interactions, for instance,
experts and stakeholders consulting, and brainstorming workshops.

5. Research perspectives

First, concerning the typology of risks, we summarised and categorised a list of risk factors that can influence the development of
innovations, whether technological or non-technological. Here, we performed an analysis of the appearance of the different risks
during the innovation process, regardless of the type of innovation. Nevertheless, we noticed that the level of criticality of each type of
risk can vary depending on the type of innovation, whether radical or incremental, or technological or non-technological. For instance,
innovations such as nanotechnology, which are technological and rather radical, can carry more critical societal risks than other types
of innovation, as they can impact human health and safety (Shandilya et al., 2020; Franken et al., 2020). For future research, it might
be interesting to explore the link between each type of innovation and the criticality of the different risk factors that have been
identified throughout this research. This research track can be useful for project or innovation managers, risk analysts, and
decision-makers to perform more appropriate risk management approaches in their innovation projects.

Second, we synthesised and classified the risk management methods used in innovation, according to the phases of risk man-
agement proposed by AFNOR (2003). We highlighted the most and the least used methods for innovation projects in general. For future
research, we note from the literature analysis that innovation projects require to adopt collaborative methods to manage the risks
(Gurd and Helliar, 2017; Crispeels et al., 2018; Osborne et al., 2020; Shandilya et al., 2020; Giaccone and Magnusson, 2022). In this
line, innovation might need ad-hoc approaches, based on human interactions and are able to support consensus and harmonisation
between the different stakeholders’ perceptions of risks (Hall et al., 2014). Furthermore, innovative risk management approaches
should be evolutionary, and able to integrate new information during the innovation process (Subramanian et al., 2016). These
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insights are particularly applicable to the evaluation phase.

Concerning the stakeholders’ perceptions of risks, we highlight the need for establishing a balance between the perceived risks and
benefits, at the individual and project levels. Understanding the above might help establish an appropriate acceptance level of risks,
and reduce the premature abandonment of innovations with a high potential of value creation (Hall et al., 2014). To address this
challenge, we consider that it might be helpful to define the level of importance of each stakeholder’s opinion, according to their
legitimacy regarding the nature of the innovation and its potential effects. Addressing this research question can allow a more accurate
risk evaluation and a better decision-making process.

Some clues to address this challenge can be explored through radical innovations involving health and safety risks.
Nanotechnology-related innovations might be an example since the participation of several stakeholders is mandatory in this kind of
innovation (Kohler and Som, 2014; Subramanian et al., 2016; Franken et al., 2020; Shandilya et al., 2020). Moreover, a suitable
approach concerning the stakeholder engagement in innovation should enable the evaluation of risk from the company’s point of view
versus the key stakeholders’ perceptions. An existing tool that can respond to this need is called the Materiality Matrix (MM) (Fig. 6),
issued from the field of Corporate Social Responsibility (CSR) (Calabrese et al., 2015; Torelli et al., 2019). The materiality notion
emerged as the most important element in the Global Reporting Initiative (GRI) concerning Sustainability impacts guidelines
(Calabrese et al., 2015). From the practical point of view, the MM intervenes in the evaluation phase of risk management. It consists of
a matrix crossing the level of importance of given factors for the stakeholders and the level of importance of the same factors for a
single company, which could be the leader of an innovation project. This approach aims to assess and select the most relevant factors
for all the stakeholders involved in the project, which are visualized in the upper right quadrant of the graph (Fig. 6). Previous to
building the matrix, it is necessary to identify the key stakeholders involved in the project, then to identify the risk factors collectively.
After that, the construction of the MM can start. First, each stakeholder should estimate the importance of a risk factor from its point of
view, then the project leader company should do it as well, using for instance, a Likert scale. Each point in Fig. 6 represents the
estimation of a risk factor, resulting from the intersection between the average of the stakeholders’ estimation (in the ordinates) and
the estimation of the leading company (in the abscissas).

Furthermore, the Materiality Matrix approach could be coupled with other evaluation methods such as the risk matrix to determine
the risk criticality or even quantitative methods such as the Lifecycle Assessment (LCA) (Subramanian et al., 2016), or investment
mathematics models to evaluate the risks on an objective base (Dockner and Siyahhan, 2015).

6. Conclusion

Given the uncertainty involved in innovation projects and their strategic nature for the sustainability of companies, risk man-
agement approaches are considered to be crucial for these projects’ success. The involvement of risk management in innovation
projects has received increasing attention from innovation researchers and practitioners over the last two decades. There is a need to
conduct a comprehensive state-of-the-art study to identify the features and challenges of risk management in innovation and set
grounds for future research. This study follows a systematic review approach, based on the PRISMA methodology. 98 papers published
from 1998 to 2022 have been investigated. The papers have been analysed according to the source, domain, timeline, and contri-
butions to the subject. Descriptive and thematic analyses were conducted to answer the research questions argued in the beginning.

The evaluation of the selected papers allowed us to provide a comprehensive description of the risk typology and dedicated tools for
risk management in innovation projects. The analysis carried out in this paper may help researchers understand the concepts and risk
classification specific to innovation projects.

Two main classes of risk were identified: internal risks and external risks. For the internal risks class, the study reveals four sub-
classes: financial, organisational, operational, and relational risks. The external risks class is made up of three sub-classes: market,
societal, and hazardous risks. Relational, societal, and hazardous risks were identified as particularly important risk factors in the
context of innovation.

6.1. Implications

Innovation projects involve more uncertainty than traditional projects, therefore a higher level of risk for companies that would like
to improve their competitive advantage through innovation. Our study has implications for practitioners, as the classes of risk and the
main tools and techniques used for each stage of the risk management process are clearly defined. The thematic analysis describes the
phase of occurrence of each identified risk factor, enabling practitioners to anticipate risks during the innovation process. To help
decision-makers of innovative companies, this study procures a structured typology of risks that allows them to anticipate risks in the
early phases of an innovation project. A good anticipation of risks helps companies to manage them better. Still, it can help companies
decide if they should continue or stop an innovative project, depending on their capacity to manage the identified risks and their effects
on their business. This study provides a summary of methods for each phase of a risk management approach and adapted to innovation
projects, based on scientific literature. This summary helps decision-makers choose appropriate methods to identify, evaluate, and
treat the risks they might deal with, taking into consideration their innovation context. Furthermore, concerning the methods to
manage risks in innovation projects, the reviewed literature reveals the need for considering human interactions as a major feature of
innovation projects. Thus, collaborative and human-based methods should be implemented in most cases, especially in radical in-
novations. Therefore, this study encourages decision-makers and project managers to structure risk management approaches and tools,
paying particular attention to the benefits of human expertise in such an approach. Also, the phases of context definition and capi-
talisation involved in risk management acquire higher importance in innovation projects in comparison to traditional product or
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service development projects.
Lastly, the article contributes to a better understanding of the period of occurrence of the main risks enabling project managers to
anticipate and mitigate them.

6.2. Limitations

It is important to acknowledge certain limitations of this study. Firstly, as the study is based on existing literature, it may not fully
capture some of the complexities and valuable insights present in real start-up environments. In addition, the study’s findings are
dependent on the quality and relevance of the selected publications. Despite a comprehensive search, some relevant papers may have
been missed. Finally, the study does not include primary data collection methods, such as interviews and surveys, which could provide
a more in-depth understanding of the actual experiences and outcomes of entrepreneurs using these strategies.

Secondly, regarding the risk typology, our contribution consists of the categorisation of risk factors, however, we did not consider
the differences that might exist according to the type of innovation.

6.3. Future research

Future research can further analyse the link between the types of risk factors and their criticality and the type of innovation being
addressed. Finally, some weaknesses concerning the risk management methods for innovation projects were identified and discussed.
For instance, innovation might need ad-hoc approaches, which are based on human interactions and are able to support consensus and
harmonisation between the different stakeholders’ perceptions. To address this limit, we outlined a research track concerning the
Materiality Matrix (MM) approach, issued from the Corporate Social Responsibility domain. This method can help academics and
practitioners balance multiple stakeholders’ points of view in matters of risk estimation in the context of innovation.
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