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This paper studies, designs and implements a new type of emergency decision support system that aims to
improve the decision-making of emergency managers in crisis situations by connecting them to new, multiple
data sources. The system combines event-driven and model-driven architectures and is dedicated to crisis cells.
After its implementation, the system is evaluated using a realistic crisis scenario, in terms of its user interfaces,
its ability to interpret data in real time and its ability to manage the 4Vs of Big Data. The input events correspond
to traffic measurements, water levels, water flows, water predictions and flow predictions made available by

French official services. The main contributions of this study are: (i) the connection between a complex event
processing engine and a graph database containing the model of the crisis situation and (ii) the continuous
updating of a common operational picture for the benefit of emergency managers. This study could be used as a
framework for future research works on decision support systems facing complex, evolving situations.

1. Introduction

William Wallace and Franck De Balogh [1] were among the first to
recognise four phases in crisis management: prevention, preparation,
response and recovery. Crisis cells are activated during the response
phase. These cells are composed of emergency service managers, local
authority representatives, etc. They initiate, coordinate and monitor the
execution of all the measures intended to deal with the crisis and its
effects. Crisis cells are informed by stakeholders, who also receive di-
rections from their crisis cells.

‘The trick is to be ready for a surprise’ — Patrick Lagadec [2]

Daniela Fogli and Giovanni Guida [3] underline the importance of
structured and coordinated crisis response management, underpinned
by a decision support system that is capable of: (i) sharing information
with citizens, (ii) interacting with other information systems, (iii) co-
ordinating heterogeneous and autonomous stakeholders, (iv) antici-
pating the consequences of decisions made. In their view, the usability
of the system relies on a clear selection of concepts and on its ability to
model any kind of crisis situation.

The use of an ontology or metamodel, as defined by Bézivin [4],
enables interoperability ((ii)). The other requirements put forward by
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Fogli and Guida [3] complement the approach proposed by Mica
Endsley [5] to support decision-makers facing complex evolving si-
tuations, through the enhancement of their situation awareness. This
approach depends on three steps: the perception of some of the ele-
ments composing the environment, the comprehension of the ongoing
situation and the projection of the situation into the near future. A
cognition process proposed by Giuseppe D’Aniello et al. [6] supports
these three steps. This process includes the following actions: define
objectives, gather data, identify the situation, apply rules, take action,
learn and evolve.

First, to automate the perception and gathering steps, a system
needs to access data that is continuously emitted by numerous, het-
erogeneous, known and unknown sources. This situation is referred as
the 4Vs of Big Data. As defined in Ref. [7], it is a large, massive Volume
of data, continuously generated and needing to be processed to support
real time decision-making. The second of the 4Vs relates to Velocity,
due to the dynamicity of the environment that causes out-of-date con-
tent. In addition, the data are generated in a Variety of formats and
types by numerous heterogeneous sources that challenge interoper-
ability between systems [8]. Finally, the last V refers to the Veracity of
the available data, in other words their uncertainty [7], their objectivity
and their credibility. To go further, once the 4Vs have been controlled,
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what matters is the value [7], security, and life cycle of both the ob-
tained information and the processed data.

Then, a system such as the one described by D’Aniello et al. [6]
needs to interpret these data in order to identify the ongoing situation.
A model of the current crisis situation can then be updated with this
new information. It will need to suit the level of abstraction and ag-
gregation required by the emergency managers. This can be achieved
through the use of a Common operational picture, defined by Wolbers
and Boersma [9] as a display of relevant information shared by, and for
more than one person to achieve situational awareness.

In addition, Aysu Sagun et al. [10] point out that the model of the
crisis situation could be used to further support decision-making by
offering a process by which stakeholders can coordinate actions during
the whole response phase.

To sum up, the data available to the crisis cells can be used to en-
hance the situation awareness of the stakeholders. Yet, the emergency
managers do not have the time to collect and interpret this information,
especially given the crisis situation and the issues linked to the 4Vs of
Big Data. The goal therefore is to provide a decision support environ-
ment, delivering an up-to-date common operational picture in every
crisis cell without requiring additional efforts from the emergency
managers. The issue can be summarized as follows:

How to collect, interpret and contextualise streams of raw data to
automatically detect and model the consequences of a crisis threa-
tening a given territory, while managing the 4Vs of Big Data?

Section 2 presents a four-fold literature review. Each part of the
review ends with a presentation of the research works related to the
Research Issue. Section 3 describes the methodology we followed, the
scope of the research work, as well as the data and information avail-
able for the case study. Section 4 describes the design and im-
plementation of a new emergency decision support system. Finally,
Section 5 proposes a qualitative and a quantitative evaluation of the
system, while taking into account the limits of its use in a given context.

2. Related works

This section aims to find existing emergency decision support sys-
tems able to (i) sustain the situation awareness of their users, (ii) pro-
cess data to perceive and comprehend ongoing situations, or (iii)
manage the 4Vs of Big Data.

The following four parts are based on the methodology of the
Systematic Literature Review described in Ref. [11]. First, the problem
is stated. Here, it is our research issue. Then, a database and keywords
are selected to design proper queries. All the literature reviews were run
on the Web of Science’ database.

2.1. Situation awareness and emergency decision support systems

Are there emergency decision support systems aiming to improve
the situation awareness of emergency managers through automatic
collection and interpretation of raw data?

The first literature review aims to present emergency decision
support systems able to enhance the situation awareness of their users
(perception, comprehension, projection of complex situations). The
query ‘("situation awareness" OR "situational awareness") AND (emer-
gency OR disaster OR crisis OR emergencies OR disasters OR crises)
AND ("decision support system" OR "decision support systems")’ re-
turned thirteen articles. Among them, eight were selected. They aim to
support situation awareness in the following contexts: early warnings
for tsunamis [12], landslides [13] fires [14-16], on-board fire emer-
gencies [17], quick disconnect processes on sub-sea wells [18] or
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protection of World Heritage Sites [19]. They offer to improve (i)
connection to the real world through interpretation [13, 15, 17-19] or
communication [14] of events, (ii) the provision of a structured in-
formation set to support decision-making [16] and (iii) the design of
specific graphical user interfaces [12]. Some may take the shape of a
common operational picture [15]. Only the ones able to collect, inter-
pret or contextualise data are presented in Table 1. Because of the
complexity and heterogeneity of the information needed to describe a
crisis situation, the articles are evaluated for the variety of their input
data (0 to n), the complexity of the interpreted information (0 to m
attributes of 0 to p concepts), the speed of their interpretation process,
the contextualisation of their user interface and, finally, their ability to
use forecasts.

For example, the emergency decision support system proposed by
Bukhtiar Mohsin et al. [15] recovers data sent by their drone to detect
toxic substances or injured victims. Their systems could answer most of
the requirements of our research issue. Yet, their automatic data col-
lection is custom-made for their own system. As crises are un-
predictable, there is still a need to access multiple known or unknown
sources emitting on as many various topics as possible.

2.2. Event processing and emergency decision support systems

Are there emergency decision support systems able to process data
or events, in real time, by means of easy subscription to new
sources?

The second part of the literature review aims to present emergency
decision support systems that are able to access and process multiple
streams of events. As defined by Wasserkrug et al. [20], events are data
emitted by people or devices that are associated with the occurrence of
‘real’ events: what happened, is happening or could happen. Flouris
et al. [21] use complex event processing to detect temporal, spatial and
semantic patterns. An event-driven architecture that respects the OASIS
standard (available at www.oasis-open.org) also enables publish/sub-
scribe mechanisms. This will allow a system to subscribe to topics and
access both known and unknown sources. In this context, the query
‘("complex event processing" OR "data processing”) AND (emergency
OR disaster OR crisis OR emergencies OR disasters OR crises) AND
("decision support system" OR "decision support systems")’ on computer
science, information systems and artificial intelligence, returned se-
venty-six articles. Among them, only four were selected because they
met more than 3 of the criteria linked to the use of complex event
processing or crisis management: (i) the use of an ontology or a me-
tamodel to model complex situations, (ii) the connection to new sources
to adapt quickly to complications, (iii) the use of time windows to
support complex reasoning, (iv) the evaluation of the trustworthiness of
deduced information and (v) the management of the variety and (vi)
volume of input events.

First, Lauras et al. [22] propose a system that analyses events
(radioactivity measurements, wind forecasts) and issues an alarm if
they match their emergency rules. Mijovié et al. [23] propose a system
that integrates existing supervision systems, such as fire and smoke
detectors. It analyses the events to issue a suitable alert level given the
incident severity. It uses models to offer a visualisation of the available
sensors and actuators. Itria et al. [19] propose a system that processes
events such as people detection and vibration detection to detect
anomalies. It refers to a dedicated event ontology and performs event
trust analysis: it runs an anomaly detection algorithm on the location of
complex (output) events. Finally, Kovalchuk et al. [24] simulate queues
of patients to predict mortality rates and support planning decisions in
hospitals. They also analyse streams of ECG events to trigger an alert if
a threshold is exceeded. All these systems are presented in Table 2.

Although these works ensure the management of the event volume
and the temporal dimension, none of them seem to comply with all the
criteria imposed by a complex crisis situation, except perhaps for
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Table 1

Emergency decision support systems aiming to enhance situation awareness.
The attributes marked with ! are Boolean. Abbreviations: Y. Yes N. No, U.L. User
interface, G.U.L. Graphical User Interface, N/A Not Available.

Ref.  Input variety Output complexity Real time Ul Forecast
[12] 1 (wave range) 1 of 1 ('warning) Y GUI Y
[17] n (sensors) n of 1 (action list) Y GUI N
[13] 1 (rainfalls) n of 1 (landslide risk) Y GUI Y
[15] n (sensors & videos) n of n (fire emergency) Y GUI N
[19] n (tweets & sensors) 1 of 1 (!gathering) Y N/A N
[18] n (sensors) 1 of n (levent) Y N/A Y

Table 2
Complex event processing for emergency decision support system.
Abbreviations: N No, Y Yes.

Ref.  Ontology Easy Temporal Event Event Event
feeding subscriptions  patterns veracity = variety  volume
[19] N Y Y N Y Y
[22] N Y Y N Y Y
[23] N N Y Y Y Y
[24] N Y Y N Y Y
Table 3

Complex event processing for emergency decision support system.
Abbreviations: N No, Y Yes, (n of 1) n attributes of 1 concept.

Ref.  Ontology Easy Temporal Event Event Event
feeding subscriptions  patterns veracity = variety  volume
[25] (nof1) Y Y Y Y Y

Barthe-Delanoé et al. [25], which followed the work of Lauras
et al. [22]. This particular study is evaluated in Table 3. The authors
used four different data sources to monitor the response to a nuclear
incident. They were able to instantiate a risk (composed of several at-
tributes). Like Mijovi¢ et al. [23], they used the emergence/non-
emergence of some events to verify the trustworthiness of past ones.

The complex event processing paradigm makes it possible to follow
the velocity of input data streams, through the use of temporal patterns,
regardless of the volume or variety to be managed. In addition, the
complex event processing rules can ensure the veracity of complex
event outputs. However, this paradigm alone does not manage the
volume or variety of these outputs.

2.3. Big Data and emergency decision support systems

Are there emergency decision support systems able to manage the
issues linked to Big data?

The third literature review aimed to present emergency decision
support systems able to manage the issues linked to the 4Vs of Big Data,
while collecting, interpreting and contextualising raw data to enhance
the situation awareness of their users. Real time data available to the

emergency managers can come from social media, sensors coming from
the Internet Of Things, or specific applications dedicated to recovering
volunteered geographic information. The query ‘("social media" OR
microblog* OR "internet of things" OR sensor* OR "volunteered geo-
graphic information") AND (emergency OR hazard OR disaster OR crisis
OR emergencies OR hazards OR disasters OR crises) AND ("big data" OR
(volume AND variety)) AND ("decision support system" OR "decision
support systems")’ returned two reviews and one article. But none of
them propose solutions to manage the 4Vs of Big Data while inferring
new information to improve the situation awareness of emergency
managers.

2.4. Modelling of a crisis situation in real time from raw data

Are there systems able to process heterogeneous data to update the
model of a complex situation in real time?

This section broadens the scope of research and tries to find all the
information systems that try to process data to update a model of a
complex situation in real time. The query ‘(situation AND model AND
(ontology OR metamodel) AND data)’ gave 314 results. 91 articles were
selected by title and, among them, 24 by abstract, based on their links
with the research issue: only the ones which proposed collecting, in-
terpreting and contextualising data in real time were selected. The eight
articles selected were evaluated on the variety and volume of input data
(0, 1 or p), the complexity of the output set (0, 1 or n attributes of 0, 1
or m concepts), the velocity of the interpretation process and the
veracity control of the output information. The results are presented in
Table 4. For each row, when one of the result was not sufficient for the
evaluation, another paper by the same authors was added to the review.

These systems focus on getting a particular piece of information and
none of them automatically instantiate more than one concept. The
system proposed by Alexopoulos et al. [36] could provide answers to
most aspects of our research issue. It uses rules to interpret location
sensors, a weather station and energy sensors on machines to detect a
worker in predefined zones and automatically assign a suited set of
tasks. Yet, their system relies on the data coming from their own de-
vices and focuses on adapting a process to the current availability of
resources.

2.5. The gaps to be filled by emergency decision support systems

To sum up, no emergency decision support system was found to
cover all the needs of an information system able to enhance the si-
tuation awareness of its users confronted with a complex situation by
connecting to multiple data sources. All the requirements are summed
up by the research question presented below. It enriches the research
issue stated in the introduction with the results of the literature reviews.
The transversal management of the 4Vs of Big Data appears in par-
enthesis.

How to (i) receive event streams emitted from known and unknown
sources (data volume & velocity & variety), (ii) interpret them in
realtime, (iii) automatically detect the various consequences of the

Table 4

Information system able to interpret evolving data to model complex situations. The attributes marked with ! are Boolean. Abbreviations: Y. Yes, N. No.
Ref. Input variety Output complexity Real time Veracity
[26, 27] 4 (light, noise, temperature, !door) 1 of 1 (‘room) Y Y
[28] 3 (sensors of an underwater vehicle) n of 1 (fault) Y N
[29] n (traffic data) n of 1 (road) Y N
[30] 2 (speed, location of vessels) n of 1 (threat) Y N
[31, 32] 3 (time, position, role) n of 1 (anomaly) Y N
[33] 4 (!door, time, presence, light) 1 of 1 (‘room) Y N
[34, 35] 4 (time, location, weather, company) 1 of 1 (!trip) Y N
[36] 3 (weather, energy, location) n of 1 (task) Y N




crisis (information variety & velocity), (iv) automatically update the
model of an on-going crisis situation by instantiating a metamodel
common to all kinds of crisis situations (information variety), (v)
display the corresponding common operational picture to support
the decision-making of the emergency managers and (vi) allow the
emergency managers to manually edit available information (in-
formation veracity)?

3. Methodology, scope of work and input data

As part of a French research project, an expert interviewed several
French practitioners familiar with crisis management. The expert, Mme.
Dolidon, is part of the CEREMA (the French Centre for Studies and
Expertise on Risks, the Environment, Mobility and Development) which
is a public institution under the dual supervision of the French Ministry
of Ecological and Inclusive Transition and the French Ministry of
Territorial Cohesion and Relations with Local Authorities. The expert
used the interviews to highlight the current difficulties of French
emergency managers that are due to the complexity of a crisis situation:
(i) the lack of experience regarding the unpredictable nature of the
crisis situations, (ii) the integration of private actors, (iii) dispersed
information that can lead to communication issues, (iv) the anticipation
of the near future, (v) the implementation of operational services in the
field, (vi) decision-making under uncertainties, (vii) the analysis of
potential issues depending on the interconnection of networks, (viii) the
quantity and variety of information to be shared, (ix) the diversity of
computer tools or websites to be consulted to obtain the required in-
formation and (x) the diversity and complexity of use of existing con-
tingency plans.

The response to our research question will meet their requirements.
The processing, interpretation and modelling of event streams partly
automates the perception step of situation awareness ((ix)). It also en-
ables the identification of cascading effects due to the interconnection
of networks ((vii)). The updated common operational picture mitigates
the issue of a relative comprehension of the crisis situation ((iii)). It
facilitates the understanding of the crisis situation and therefore sup-
ports anticipation and decision-making under uncertainties ((iv, vi)).
The use of a metamodel limits the variety of information to be shared
((viii)).

In addition, an open source prototype, R-IOSUITE (https://r-iosuite.
com) can use the updated model of the crisis situation to deduce a
feasible response process, using the information contained in existing
contingency plans ((x)). The process can then be orchestrated between
the stakeholders ((v)). This facilitates the integration of private actors,
or volunteers, as long as their capabilities are known ((ii)).

We propose answering our research question by transforming R-
IOSUITE into an emergency decision support system able to meet nine
of the ten requirements retrieved from the interviews with French
emergency managers. We propose the design and implementation of the
AIC information system: the (A)cquisition of events to perceive the
current crisis situation; the (Interpretation of the collected events
thanks to actual, in use, business rules to model the crisis situation that
instantiates a given metamodel; and the (C)ontextualisation of the in-
terpreted instances to infer new information. As a result, a common
operational picture is updated and displayed on a map. This aims to
automate the perception step of situation awareness, while leaving the
decisions to the emergency managers.

For evaluation purposes, we propose a realistic case study. It si-
mulates a flood of the French Loire River, between two main tributaries,
with a return period of one hundred years. The hydrological part of the
scenario was modelled by two official French flood forecast centres.
They provided the water flows and water levels predicted on nine
measuring stations for 56 h, over ten days of flooding, with a low
(10%), medium (50%) and high probability (90%) of occurrence. In
addition, the official French road services provided us with real traffic

data emitted for one day between 1 am and 12 pm. Each data point
gives the number of vehicles and trucks spotted between two cities.
Because of the publish/subscribe requirement, every data set available
in the case study has been turned into event streams. Each event was
sent on a topic, with an id, a date of emission, a location and a de-
scription.

4. Result: the AIC information system

This section presents the design and implementation of the AIC
information system. It answers the research question and, therefore, the
research issue. It also addresses the practical requirements of the French
emergency managers who were interviewed.

4.1. The design of the AIC information system

The design of the AIC information system begins with the setting-up
of a metamodel dedicated to representing crisis situations. The complex
event processing engine is then introduced to interpret and con-
textualise events. Finally, the mechanisms chosen to "acquire" events
are presented.

4.1.1. A metamodel to enable interoperability

The AIC information system follows the model-driven interoper-
ability method [37] with a unified approach of interoperability [38].
This is done to enable information sharing with other information
systems. A unified approach includes the use of a common metamodel
or ontology: an ‘explicit specification of conceptualisation’ [39] de-
pending on the user's point of view, the desired scope of study and the
desired level of abstraction [40].

To represent a complex, evolving crisis situation, a metamodel must
enable complex reasoning and cover all the information needed by the
crisis cells to take decisions. A search was made on the Web of Science
database with the query ((ontology OR ontologies OR meta-model* OR
metamodel*) AND ("natural disaster" OR "natural disasters")). None of
the results was able to (i) model complex relations between concepts
and (ii) describe all the types of information needed by the emergency
managers and (iii) adapt to the ongoing crisis, whatever its nature. In
contrast, the metamodel presented in Ref. [41] and implemented in R-
IOSUITE can represent complex relationships, information on the
available stakeholders (Partners), the risks and incidents to be dealt
with (Objectives) and the locations of assets at stake (Context) whatever
the nature of the crisis or the level of detail needed (goods, roads,
highways, ...).

Fig. 1 presents this metamodel. For the research work presented in
this paper, three concepts have been added to the original metamodel
from Lauras et al. [41] to fit the requirement of our business issue: the
‘Data sources’, ‘Critical infrastructure’ and ‘Sensitive building’ concepts.
This augmented metamodel is described below.

A "Partner" is an organisation. A "Collaboration" groups partners
who agree on common objectives. An "Objective" concerns an
"Opportunity”" or a Threat to the collaboration. An "Environment
component" can be anything which constitutes the environment as
long as the collaboration uses or values it. A "Characteristic" of the
environment can generate opportunities or threats. An "Event" ma-
terialises an opportunity or a threat. A "Capability" is the ability of
one partner to do something for the benefit of the collaboration. The
collaboration can reach its objectives by coordinating the capability
of its partners. The resulting process is called "Behaviour". A beha-
viour consists of activities. An "Activity" invokes a capability. A
"Procedure" is a set of activities prepared to face specific objectives.
Finally, a "Data source" is a web service which publishes data.

The core of the metamodel is specific to the modelling of a colla-
boration of organisations, while the concepts at the top of Fig. 1 are
specific to the modelling of crisis situations.
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Fig. 1. Metamodel adapted from Ref. [41] to fit our goals and needs. It was modelled following the unified modelling language (UML) class diagram. (For inter-
pretation of the references to colour in this figure, the reader is referred to the web version of this article.)

During a crisis situation, an environment component can be a
"Territory", a "Person", a critical infrastructure or a sensitive building
threaten by the ongoing crisis. As defined in [42], a "Critical Infra-
structure" is needed for the generation or supply of energy, food,
health or public order. A "Sensitive building" is a building that is not
a critical infrastructure. A "Community", as defined in [43], gathers
people sharing the same blood, place or spirit. A "Danger" is a
characteristic threatening a territory. A "Risk" is a threat. An "In-
cident" materialises a risk.

The rest of this paper uses this metamodel to structure the in-
formation within the proposed decision support system. Of course, any
other metamodel describing a crisis situation could be used. Besides,
model transformation rules can be used to enable the use of information
structured by other metamodels.

4.1.2. The interpretation and contextualisation of events to model
collaborative situations

To save time during the crisis response, a part of the crisis situation
model can be modelled in the preparation phase, before the emergence
of a crisis. This concerns the partners and the critical infrastructure of a
given territory. The AIC information system is especially helpful to
model the information that must be retrieved during a crisis situation
and cannot be retrieved beforehand: the emerging risks and incidents
due to the crisis. Like Barthe-Delanoé€ et al. [25], we use complex event
processing to detect critical events and manage the 4Vs at the data level
(see Table 3).

One of our main contributions enables our complex event proces-
sing rules to refer to the information contained in the situation model. It
does so by sending queries based on the concepts described in the
metamodel. The rules are therefore divided into two categories: (i) the
ones that need to query the content of the current crisis situation model
and (ii) the others. The former are interpretation rules. They aim to
update the situation model with new Dangers after the reception of
events exceeding predefined thresholds. This group of rules is similar to
the ones used in Refs. [23] or [25]. For example, the threshold can
correspond to the safety level of a dyke, which, if exceeded, will trigger
a Danger of Flooding to be added to the model of the crisis situation.
The rules correspond to actual business rules that are currently followed
by emergency managers. As a contribution, the second group, which we
called contextualisation rules, aims to detect the Risks threatening the
vulnerable assets located inside the detected danger zones. This type of

rule can be represented by Eq. (1): an asset that coexists (*) with a
danger generates (=) a risk.

@

In addition, these rules can be (i) generalised to monitor complex
collaborations of organisations, or (ii) tailored to monitor a specific
crisis response, thanks to the layered structure of our metamodel. For
example, Eq. (2) generalised Eq. (1) to any kind of collaboration. Eq. (3)
makes it specific to dealing with a road crisis situation.

Risk = DangersVulnerable asset

Opportunity/Threat = Characteristic:<Environment component

@
3

Congestion Risk = Danger of snow:xHighway

4.1.3. The acquisition of events in real time

To feed our complex event processing rules in real time, the AIC
information system follows the recommendations of the OASIS stan-
dard. To be able to receive events from both known and unknown
sources, it uses a publish/subscribe environment, as described in
Ref. [44], with events described in extensible markup language (XML)
and event types described in an XML schema definition (XSD).

4.2. The implementation of the AIC information system

Fig. 2 presents the architecture of the AIC information system on the
left and the R-IOSUITE information system on the right. This archi-
tecture makes it possible to answer nine of the ten requirements of the
French emergency managers presented in Section 3. All its components
are based on the metamodel, the interpretation, contextualisation and
acquisition of events described above. They are described in more depth
in the next paragraphs. In the figure, the dotted lines represent event
streams and the solid lines represent HTTP/SOAP exchanges.

4.2.1. The graph database to record the model of the crisis situation

R-IOSUITE hosts the model of the crisis situation in a graph-oriented
database called Neo4J, available at https://neo4j.com/. It can be
queried using a dedicated language called Cypher. Neo4J provides an
easy way to match patterns of nodes and relationships within the
model.

4.2.2. The metamodel structuring the information inside the decision
support system
The metamodel presented in Fig. 1 is implemented in R-IOSUITE. It
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represent a complex situation. (For interpretation of the references to colour in this figure, the reader is referred to the web version of this article.)

is described in an XML. The XML is structured by an XSD (XML schema
definition), that can be seen as a meta-metamodel. The former describes
all the markups used in the metamodel (a node, a property, a re-
lationship ...). The graph database has been augmented with a dedi-
cated API to ensure that the model of the crisis situation matches the
implemented metamodel.

An example of instantiation is given in Fig. 3. The top of each box
indicates which concept is instantiated. The instances are represented
by an icon along with their name. In this example, the emergency
managers face an incoming flood on their territory. Two partners are
considered: the local administration (Prefecture 45) and the road ser-
vices (DDT 45). Here, they have to coordinate three of their capabilities
to prevent the risk of victims on their territory.

As part of the Middle Loire area case study, this metamodel was
used to model 15,569 environment components. This evaluation vali-
dates the possibility to represent all the information describing a French
territory that is needed by the French emergency managers. It takes into
account the airports, railway stations, water stations, prisons, summer
camps, hospitals, schools, sensitive industrial sites, dykes and buildings
dedicated to crisis management.

4.2.3. The complex event processing engine to interpret and contextualise
events

The complex event processing engine has been developed in Java.
The complex event processing rules are described in a dedicated query
language called SIDDHI, available at https://docs.wso2.com. It can
process event streams and detect patterns. The main advantage of this
language resides in the functions that can be described and added
manually to the complex event processing rules. For example, we de-
veloped the function that enables our first contribution: the query to the
Neo4J database to ask for the suppression, addition or update of an
instance on the situation model with the Cypher language. Each rule is
described in an XML file that specifies on which topics to subscribe and
notify events, and which types of events (polygon of one colour in
Fig. 2) to process.

In Fig. 2, the complex event processing engine refers to three rules
listening to the events of the water event type, the addNode event type
and the weather event type. In the figure, it first receives a water event
that triggers a complex event asking for the addition of a node on the
model of the crisis situation (a Danger represented with a pink star).
This addition triggers another rule that asks for the addition of three

Partner | | Capability Objective ‘ ’ Risk ‘ ’ Danger
11 1 1 =
concerns generates
e— provides —}Q<—| c ;/\ﬂ 8¢ '
’.\\ﬁ\\\
, direction setup 5 o0 prevent the _victims of the middle loire
départementale devi mtl()ns =2 victims of the incoming flood flood: red alert
des routes 45 incoming flood

A=
] launch

9<r0\ ides evacuatior

préfecture 45 \}Q

set up
crisis cell

S:)I[dU.

t

sjoeduwr

Territory

€<

orleans
city

Fig. 3. One example of model representing a crisis situation, dedicated to the emergency managers of the French city of Orleans.
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other nodes (three Risks represented with a red, green and orange stars
in the top left of the figure).

As part of the Middle Loire case study, eleven complex event pro-
cessing rules were tested to detect four dangers, six risks and one in-
cident. All the rules are presented below. Very few rules are needed to
cover one use-case. The first line indicates the event topic and event
type listened to by their event processing agent. Egs. (4), (5) and (8) are
the interpretation rules which directly translate actual business rules
recovered from the interviews of experts. Eq. (6) is a contextualisation
rule which infers the risks threatening each territory. The parts in grey
represent the data contained in the input water of traffic events. For the
rules Egs. (4) and (5), the thresholds correspond to the security levels of
the dykes protecting the two cities. If the forecast water level exceeds
them, a Danger is added to the model of the crisis situation. Then, for
each Danger received, the rule Eq. (6) generates a risk of submersion for
each road, water station, retirement home and dyke present in the
model. The rule Eq.(6) is implemented by means of four SIDDHI QL
rules, one for each node type to be retrieved with a query to the Neo4J
graph database. For example, Eq. (7) is the query dedicated to re-
trieving all the retirement homes. The pink variables are automatically
assigned by the SIDDHI QL homemade function given the description of
the input event. The rule Eq. (8) generates a danger for the whole
Middle Loire area if the flow resulting from both the River Loire and
River Allier exceeds 3500 m®/s. Finally, the last implemented rule (Eq.
(9)) adds an incident to the model when no evacuation from the city of
Orleans is detected. tv2 is the number of vehicles coming from Orleans.

Event topic:Water, Event type:ForecastedWaterLevel
If stationName='Orleans’and waterLevel > 5
Thenadd new Danger 'flood likely in’stationName (&)

Event topic:Water, Event type:ForecastedWaterLevel
If stationName="Blois’and waterLevel > 4.5
Then add new Danger 'flood likely in’stationName )

Event topic:AddNode, Event type:AddUpdateDeleteNode

Ifnode0. role = ‘Danger’and node0. name contains’flood likely’

For allnodel. type = (Road, Water station, Retirement home or Dyke),
Addnew Risk ‘submersion of'nodel.name

(6)

Match (node: sensitiveBuilding) Where node. type = ‘Retirement home’
With point(latitude: var0, longitude: varl ) AspDanger,
point(latitude:node.latitude, longitude:node.longitude) As pSB

Where distance(pDanger, pSB)<var2 Return node

()

Event topic:Water, Event type:ForecastedFlowLevel
If stationName='Givry’and waterFlow > 3500
Thenadd new Danger "high probability of flood” (©))

An event type for all traffic events (XSD)

<xsd:element name="Event_TrafficMeasures"
<xsd:complexType><xsd:sequence>

<xsd:element name="ic
<xsd:element name=
<xsd:element name=
<xsdielement name=
<xsd:element name="station
<xsd:element name=
<xsdielement name=
<xsd:element name=
<xsd:element name= "type="xsdint" /> -
<xsd:element name= "type="xsdint" /> -
<xsd:element name="pl2"

I type="xsd:int" /> -

"""" <Even

type="xsd:string" /> -
type="xsd:dateTime" />

N e" type="xsd:string" /> -
rrrrrrrrrr <stationLat>47

"type="xsd:string" /> --
" type="xsd:string" />

type="xsdint" /> -—-mreer
</xsd:sequence></xsd.complexType></xsd:.element>

Event topic:Traffic, Event type:TrafficMeasures
If stationName='StHilaire’and tv2 < 500
Thenadd new Incident 'noevacuationbyroad from Orleans’ 9)

4.2.4. The message broker managing events inside the system

The Message broker has been developed in Java. It can subscribe to
any kind of event publishers. When an event is received, it forwards it
to the different services of the system. The complex event processing
rules all subscribe to the Message broker and the message broker sub-
scribes to all the topics needed by the complex event processing rules.
The message broker also notifies the API of the Neo4J database when
the model of the crisis situation has to be updated.

In Fig. 2, the message broker has subscribed to three topics: A
(addNode), B (weather) and C (water). It is notified of a fore-
castedWaterLevel event. It transmits it to the complex event processing
engine, receives in turn the complex event emitted under the topic
addNode, and pushes it to both the complex event processing engine
and the graph database API.

4.2.5. The simulation of events from a crisis situation

The data available for each case study are simulated by a specific
tool, R-IOSEMIT, which is part of R-IOSUITE, developed in Java and
Typescript (for the Web user interface). It is dedicated to the simulation
of events described in XML files. The frequency and topics are specified
in two other XML files called the configuration file and the topic set file.

In Fig. 2, R-IOSEMIT simulates two event streams on two topics: the
water topic and the weather topic.

As part of the Middle Loire case study, two types of events were
simulated: traffic measurements, and water flow and water level fore-
casts. For example, Fig. 4 represents an event, along with its type, that
communicates on the state of the traffic for the last hour between two
cities. This occurrence shows that 10 vehicles were going in the di-
rection of the French city of Orléans and 14 were heading the opposite
way.

4.2.6. The visualisation and modification of the crisis situation model

To enhance the value of the information processed by the emer-
gency decision support system, the emergency managers can visualise
the model of the crisis situation in a modeller (R-IODA) and a geo-
graphical information system (R-IOPLAY). R-IOPLAY offers a common
operational picture that can adapt to the needs of its users by means of
layers: they can choose to see only the stakeholders involved or the
critical infrastructure at stake for their level of command and control. A
common operational picture is shown at the top right of Fig. 2. Every
instance of concept of the R-IOSUITE metamodel has a geolocation that
takes the shape of a point (as a critical infrastructure), a polyline (as a
road) or a polygon (as an administrative area).

A traffic event (one XML)

t_TrafficMeasures>

,,,,,,,,,,,, <id>11</id>

<date>2017-0¢
<stationName>

stationLat>

- <stationLong>1.8410</stationLong>
- <direction1>C EANS</direction1>
rrrrrr <direction2>Cl ERY</direction2>
<tv1>10</tv1>

- <pl>0</pl1>

<tve>14</tve>

,,,,,,,,,,,,, <pl2>0</pl2>

</Event_TrafficMeasures>

Fig. 4. An event described in a extensible markup language (XML) file and its type described in an XML schema definition (XSD).
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version of this article.)

4.2.7. The deduction and monitoring of a crisis response process

The modeler, R-IODA, and the geographical information system, R-
IOPLAY, can also be used to automatically deduce a feasible response
process. It inherits from the work of Wenxin Mu et al. [45, 46]. As such,
it uses a strategy of deduction developed in Java. If needed, the
emergency managers can modify it or ask for another deduction.

Then, R-IOWA can orchestrate the validated response process be-
tween the different stakeholders involved in it. This inherits from the
work of Nicolas Boissel-Dallier et al. [47]. The response process is de-
scribed in XML files and it instantiates a set of concepts that are close to
the BPMN standard (available at http://www.bpmn.org/).

During the orchestration, R-IOTA detects when the situation ex-
pected from the execution of the response process differs too much from
the observable situation. This inherits from the work of Anne-Marie
Barthe-Delanoé et al. [25, 48]. It is carried out using a Java-based
strategy of detection.

5. Evaluation on a realistic case study
5.1. The events and information available for the evaluation

The implemented emergency decision support system was tested on
the Middle Loire flooding scenario. This includes 155 flood forecast
events, emitted simultaneously by three sources, three interpretation
rules to detect dangers, five contextualisation rules to detect risks and
1122 objects of interest.

5.2. Qualitative evaluation of the emergency decision support system

All the implemented user interfaces are presented in Fig. 5. From
top left to bottom, the applications are described below.

R-IOSEMIT launches the simulation of event streams. R-IOPLAY is
the common operational picture. Emergency managers can add new
instances by dragging the icons from the left menu to the map. The red
areas represent the affected areas. R-IODA is a modeller which clarifies
the visualisation of complex modelling. Emergency managers can, for
example, model the available stakeholders, their capabilities and the
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links between them. R-IOWA shows the orchestration of the response
process. Finally, R-IOTA monitors the ongoing process. It shows un-
expected information with dotted lines or flashing tags.

R-IOPLAY, R-IODA and R-IOTA are now automatically updated with
new dangers, risks and incidents interpreted from raw data and con-
textualised with regard to the ongoing crisis situation. This is accom-
plished by means of our contribution to R-IOSUITE: the AIC information
system.

For practical evaluation of the emergency decision support system, a
demonstration took place each year, between 2015 and 2018, in front
of experienced emergency managers, from different levels of the French
chain of command and control. In addition, in 2019, Mme. Dolidon, the
expert from the CEREMA, and our research team presented the pro-
posed emergency decision support system to the risk management de-
partment of two French cities: Orleans and Nantes. The latter was in-
terested in the possibility to (i) recover information from their own
geographical information system, (ii) send tasks to organisations that
do not have access to the emergency decision support system, (iii)
modify manually the model describing the crisis situation, (iv) adapt
the response process to unexpected events, (v) adapt the algorithm of
deduction to time constraints such as weekends or opening hours or (vi)
to the available resources on the territory, (vii) customise the shape of a
danger zone, (viii) prioritise the threats before the deduction of a re-
sponse process.

Five points ((i, iii, iv, vii, viii)) are already available in the system
and ((ii, v, vi)) have already been made possible. On demand, the
system retrieves information from an external, open, geographical in-
formation system called OpenStreetMap ((i)). The system's components
are loosely coupled and can easily be replaced by alternative, external
implementations. This was, for example, tested with a to-do list mobile
application ((ii)). The information contained in the common opera-
tional picture can be updated manually ((iii)). R-IOTA detects and
adapts the ongoing response process to unexpected events ((vi)). The
algorithm of deduction can adapt to any kind of constraints, as long as
they correspond to modelled attributes ((v)). Another implemented
algorithm of deduction, presented in Ref. [49], is dedicated to supply
chain collaborations. It enables a response process to be deduced given
the availability of resources and could be adapted to crisis situations
((vi)). A predefined shape of a danger can be specified within the in-
terpretation rules ((vii)). Finally, the incidents and risks can be priori-
tised manually before the deduction of the response process ((viii)).

5.3. Quantified evaluation of the AIC information system

This section evaluates the ability of the proposed emergency deci-
sion support system to acquire, interpret, contextualise and commu-
nicate events in near real time. To this end, the interpretation and
contextualisation times were measured, three times, on five different
scenarios”. Table 5 presents, for each scenario, the number of events
simulated, the frequency of emission, the number of activated rules
and, among them, the number of contextualisation rules required to
query the Neo4J graph database. These rules may, in fact, take longer to
activate.

The time needed to interpret, contextualise and visualise the events
received from R-IOSEMIT are presented in Table 6. The interpretation
rules always interpreted raw events in under a second. The con-
textualisation rules, which query the situation model to detect all the
environment components at stake in a danger zone, interpreted com-
plex events in less than 3 s. All the complex events were then received
and displayed on the common operational picture in less than a second.
This evaluation thus confirms the AIC information system's ability to
interpret and contextualise events to acquire several types of

2 The tests were run on the 01/01,/2017 version of RIO-Suite, run on Windows
10 with a processor of 2.80GHz and a RAM of 16Go.

Table 5
The five scenarios that were used to test the implemented information system.
Abbreviation: evt. event, ctx. contextualisation.

Events Frequency Rules Ctx. rules
1 57 1 evt./ms 1 -
2 114 2 evt./ms 2 -
3 155 3 evt./ms 3 -
4 57 1 evt./ms 6 5
5 155 3 evt./ms 11 5
Table 6

The five scenarios that were used to test the implemented information system.
Abbreviation: evt. event, ctx. contextualisation, int. interpretation.

Scenario: 1 2 3 4 5

Interpretation time delay (s)

Int. rules: 0.12 0.53 0.64 0.91 0.64
Ctx. rules: - - - 2.25 1.83
Visualisation time delay (s)

Int. rules: 0.06 0.20 0.39 0.72 0.28
Ctx. rules: - - - 0.13 0.03

information, in near real time. In addition, all the events were correctly
interpreted and correctly contextualised given the current crisis situa-
tion model.

5.4. Results on the 4Vs of Big Data

All the components of the emergency decision support system ar-
chitecture play a role in managing the 4Vs of Big Data. Table 7 sums up
the effects of each component on the data and information that they
processed. This concerns the metamodel (MM), the complex event
processing (CEP) engine, the message broker (MB) and the common
operational picture (COP).

On the first line of the results in Table 7, the metamodel makes it
possible to control the variety and volume of information commu-
nicated to the emergency managers inside the crisis cells. The variety is
limited by the finite number of concepts to be instantiated. The volume
is limited by both the point of view and the perimeter applied during
the modelling of the crisis situation. For example, a city will not obtain
the same model as a state during a crisis response.

On the second line, the complex event processing engine succeeds in
reducing, with each event processing agent, the volume and velocity of
the event streams available on the ongoing crisis. As used in Refs. [23]
and [25], the occurrence of one event can be used to improve the
trustworthiness of another. All the complex event processing rules im-
plemented in the AIC information system are dictated by experts ac-
customed to crisis management in France. This ensures the veracity of
the complex events, and, therefore, of the information added to the
model of the crisis situation. Regarding the velocity on the information
level, the complex event processing engine enables a near real time
update of the common operational picture. This functionality was
evaluated in the previous section.

On the third line, the message broker makes it possible to access a
large variety and volume of event sources: this enhances the potential
veracity of the information interpreted from them.

On the fourth line, the common operational picture enables the
emergency managers to add, delete or update any information con-
tained in the model of the crisis situation. This enhances the veracity of
the information processed by the system. In addition, the volume and
variety of the visible information can be adapted by the selection of
layers.

To sum up, all the 4Vs of Big Data are managed by at least one of the
components of the proposed architecture, on both the data level and the
information level.



Table 7
The role of the architecture components with regard to the 4Vs of Big Data.

Data Information
Volume Variety Velocity Veracity Volume Variety Velocity Veracity
MM - - - - X X -
CEP X - X X - - X X
MB X X - - - - - X
cop - - - - X X - X
Total XX X X X XX XX X XXX

5.5. Limits of the emergency decision support system

This paper introduces an emergency decision support system able to
answer the research question, the business issue and the requirements
of the French emergency managers presented in the Methodology sec-
tion.

For the three levels of situation awareness (perception, compre-
hension and understanding), the system still lacks the ability to project
the model of the current crisis situation into the near future. A new
component could use (i) available forecasts and (ii) the events coming
from the orchestration of the response process to obtain a model of the
crisis situation which could be expected in the near future. In addition,
a user interface could offer emergency managers the possibility of
testing ‘what-if’ scenarios. The projection of these models will generate
models of the crisis situation that would be expected in the near future,
if these events happened. The goal would be to use the same inter-
pretation and contextualisation rules.

6. Conclusion

During a crisis response, emergency managers need to take deci-
sions. They need information and aim to coordinate heterogeneous and
autonomous stakeholders. To help them, the research work presented in
this paper aims to connect to the multiple data sources available to the
crisis cells. The result is an emergency decision support system proto-
type. It merges an existing prototype, R-IOSUITE, with the AIC in-
formation system. Unlike existing literature, the AIC information
system first enables R-IOSUITE to connect to topics in order to receive
events from several heterogeneous sources. Then, it analyses the events
with interpretation and contextualisation rules. The interpretation rules
correspond to actual business rules. As a first contribution, the con-
textualisation rules query the graph database containing the model of
the current crisis situation. This makes it possible to identify, from raw
events, an area threatened by a danger and all the assets at risk in this
area. New information is displayed in a common operational picture
representing the crisis situation. In this way, the perception step of the
emergency managers' situation awareness is supported in real time, as
shown in our second contribution. In addition, the components of the
proposed emergency decision support system manage at least one of the
issues linked to the connection to new data sources. They control the
volume, variety, velocity and veracity on both the data level (the
events) and the information level (the model of the crisis situation).

The proposed system gives decision support systems the opportunity
to enhance their users' situation awareness in real time, regardless of
the complexity of their situation. The model-oriented approach avoids
overloading them with too much information. For researchers working
on other complex collaborations, such as logistics or healthcare, the
layers of the implemented metamodel already enable them to add new
interpretation and contextualisation rules to the system. For other re-
searchers, all the XML files containing the metamodel, the deduction
strategy, detection strategy, interpretation rules and contextualisation
rules can easily be updated inside the system.

Finally, the emergency decision support system source code is
available at http://r-iosuite.com/. It combines the AIC information

system and the R-IOSUITE prototype. It is released with new func-
tionalities every 6 months.
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